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INTRODUCTION

The KT11-C, CD Memory Management Unit is a hardware option designed for use with the PDP-11/45, 11/50,
and 11/55 Programmed Data Processors. This manual:

®  Provides an understanding of the KT11-C, CD in a PDP-11/45, 11/50, and 11/55 system.

®  Explains the KT11-C, CD hardware and how it can be used to develop the memory management module
of a software operating system.

®  Describes the KT11-C, CD logic in sufficient detail to enable maintenance personnel to perform on-

site troubleshooting and repair.

The KT11-C, CD interacts with the KB11-A and KB11-D Central Processor Units and operating system software
to achieve PDP-11/45, 11/50, and 11/55 system memory management objectives. For this reason, a description
of memory management system objectives and programming information is included in this manual.

Chapter 1 introduces the purpose and features of the memory management unit.

Chapter 2 describes the implementation of the features from a programming level. It also describes the
internal registers and their application, hints, and exceptions of interest to programmers.

Chapter 3 provides a detailed description of the logic.

Chapter 4 provides installation and diagnostic information and references the maintenance procedures pro-
vided in the PDP-11/45, 11/50 and 11/55 System Maintenance Manual (EK-11045-MM-007).

Appendix A is a glossary of terms.
Appendix B is a bibliography of references on operating systems memory management.
Appendix C contains IC descriptions.

The Index is an alphabetical list of subjects with the page number where the subject appears.

Detailed descriptions of the processor, console, Unibus, Fastbus, and memory logic that interface with the mem-
ory management unit are provided in the following related documents.

PDP-11/45,11/50, and 11/55 System Maintenance Manual EK-11045-MM-007
KB11-A/D Central Processor Unit Maintenance Manual EK-KB11A-MM-004
MS11-A, B, C Memory Systems Maintenance Manual EK-MS11A-MM-005

PDP-11/04, 05, 10, 35, 40, 45 Processor Handbook EK-05138-75-070/20







CHAPTER 1
GENERAL DESCRIPTION

This chapter describes the features of the KT11-C, CD in ‘“‘systems” terms and also includes a specification
summary.

1.1 PURPOSE OF OPTION

The KT11-C, CD Memory Management Unit intercepts addresses generated by the processor (before they reach
memory ), processes the addresses received, and then transmits the processed addresses to memory. Address pro-
cessing is the main function of the memory management option. This processing or modification of addresses is
called relocation. Processing is termed relocation because it consists of adding a fixed constant to every processor
address. The location of the KT11-C, CD option in the PDP-11/45, 11/50, or 11/55 system is shown in Figure 1-1.

The KT11-C is used as memory management for the KB11-A Central Processor and the KT11-CD is used as mem-
ory management for the KB11-D Central Processor.

The terms and definitions contained in Appendix A and referred to in this manual are consistent with industry-
accepted definitions.

1.2 PREREQUISITE

The KT11-C, CD Memory Management Unit is required on all systems with more than 28K of main memory (bi-
polar, MOS, and core). The option should also be considered for systems with real-time and timesharing applica-
tions as well as any system that runs user programs under a control or monitor program. For a narrative
description of the PDP-11/45, 11/50, and 11/55 systems’ ability to support timesharing and real-time operating
systems, refer to Paragraph 4.3 in the KB11-A/D Central Processor Maintenance Manual.

1.3 FEATURES

The KT11-C, CD features outlined below are described in detail in this manual. The KT11-C, CD option:

®  expands the basic 28K-word memory capability to 124K words.
® provides dynamic read-only and execute-only memory protection.
® provides up to 16 relocatable, variable length pages per processor mode.

®  ensures protection of operating system and user programs by implementing separate address spaces for
the Kernel, Supervisor, and User modes.

®  provides additional advanced memory management capabilities.

1.3.1 Memory Protection

The memory management unit enables the user to protect one section of memory from access or destruction by
programs located in another section. The KT11-C, CD divides the memory into sections called pages. Each
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individual page has a protection or access key associated with it that restricts access to the page. With the memory
management unit, a page can be keyed non-resident (memory neither readable nor writable), read-only (no write
or store operations to memory) or execute-only (only instructions, immediate operands, absolute addresses, and
index words can be accessed from memory). These three types of protection in association with other features

of the KT11-C, CO erable the user to develop an ultrareliable computer operating system. With the non-resident
key, memory not specifically assigned to a program can be made unavailable to it. As a result, program errors are
unable to execute unwanted material left over from some other process, and they cannot modify any other pro-
grams. The read-only key protects data bases and pure code sections from malicious or accidental destruction
while allowing them to be accessed. With User mode programs, the execute-only feature allows proprietary codes
to be executed but not copied.

1.3.2 Relocation/Virtual Memory

Often it is desirable to load a program into one set of locations in memory and then execute it as if it were lo-
cated in another set of locations, e.g., when several user programs are simultaneously stored in memory. When
any one program is running, it must be accessed by the processor as if it were located in the set of addresses be-
ginning at 0. This process is called relocation. When the processor accesses program location 0, an address base
(base address) is added to the address; thus, the relocated 0 location of the program is accessed. This same base
address is added to all references while the program is running. A different base address is used for each of the
other programs in memory.

Processor-generated addresses differ from those that address memory; thus the processor addresses are sometimes
termed virtual addresses, and the memory addresses termed physical addresses. The memory management option
specifies relocation on a page basis, which allows a large program to be loaded into discontiguous pages in mem-
ory. This ability eliminates the need to shuffle programs to accomodate a new one. It also minimizes unusable
memory fragments, allowing more users to be loaded in a specific memory size.

In timesharing systems with swapping, relocation eliminates the need to “relink’ a program when it is swapped
into a different memory location.

1.3.3 Memory Expansion

The relocated address is an 18-bit address that can access 128K words of address space, enabling the memory
management option to expand the accessable address space of a program from 32K to 128K. Expanding the ad-
dress space permits larger programs to be handled and allows several programs to occupy the memory at once.
In addition, the KT11-C, CD option provides for expansion into multiprocessor systems where typically the
total memory exceeds 28K words.

1.3.4 Variable Size Pages

A program and its data may occupy as many as 16 pages in the memory. The size of each page varies and each
page can be any multiple of 32 words up to 4096 words in length. These features enable small areas in memory
to be protected, i.e., stacks, buffers, etc., and also enable the last page of a program exceeding 4K words to be of
adequate length to protect and relocate the remainder of the program. As a result, the page fragmentation prob-
lem inherent with fixed length pages is eliminated. With the relocation mechanism, the base address of each
page can be any multiple of 32 words in the 128K physical address space, thus ensuring compacted code. Final-
ly, the variable page size enables pages to be dynamically changed at run time.

1.3.5 Page State Information

The memory management unit provides two bits of active page state information: an “accessed” bit and a
“written into” bit. These bits are read by the operating system and indicate whether the page has been accessed
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and, if so, whether it was written into. The accessed bit is used with operating system programs to determine
which page should be overlaid with the new program page in systems that swap programs back and forth from a
disk. The written into bit is used to determine whether the page to be overlaid must be swapped back to the
disk or whether it is identical to a copy already there.

1.3.6 Instruction/Data Spaces

The memory management unit can relocate data and instruction references with separate base address values;
thus, it is possible to have a user program of 64K words consisting of 32K of pure procedure and 32K of data.
Moreover, a convenient means of building reentrant shared programs is provided (these programs keep a separate
data area for each user). The ability of the KT11-C, CD option to relocate information with separate base address
values enables shared compilers, assemblers, editors, and supervisors to be developed, in addition to providing an
“execute-only” form of protection. With this form of protection, alterable data is automatically separated from
reentrant code, and it is impossible to read any information relocated by an instruction base address as data.

1.3.7 Kernel/Supervisor/User Spaces

The KT11-C, CD provides three separate sets of pages (spaces) for use in the processor’s Kernel, Supervisor, and
User modes. These sets of pages increase system protection by physically isolating User programs from service
Supervisor programs and the basic Kernel program. The service programs (compilers, editors, file system,

assemblers, etc.) are also separated from the Kernel program (exception handling, I/O, memory management, etc.).

Separate relocation register sets greatly reduced the time necessary to switch context between modes. The 3-space
(page) construction also aids the user in designing an operating system that has clearly defined communications,
is modular, and is easily debugged and maintained. During development cycles, these features result in time and
cost savings;-in the final system design, they result in an efficient and reliable system.

1.3.8 Program vs Stack Pages

PDP-11 stacks expand by pushing words into lower addresses and thus grow downward; procedure sections in-

crease by growing upward into higher addresses. All memory pages can be expanded by adding lower addresses
(stack) or higher addresses (procedure, data). As a result, both stack and program pages are easily dynamically

expanded.

1.3.9 Fault Recovery

Four status registers record all information necessary to recover from a page fault. This information comprises
the page number that faulted, the type of violation that caused the fault (exceeded length, read-only violation,
etc.), and all information needed to easily restart the faulting instruction once the offending address has been
made resident in memory.

1.3.10 Statistical Traps

Three protection keys will cause a trap, i.e., an automatic transfer of program control to location 250 at end of
current instruction. The trap feature is useful for gathering frequency-of-page-use statistics. One protection key
traps on a read access to a read-only page; a second key traps on either a read or a write access from a read/write
page; and the third key traps only on a write to a read/write page.

1.4 KT11-C,CD MEMORY MANAGEMENT UNIT SPECIFICATIONS

Table 1-1 is a summary of specifications and technical characteristics of the KT11-C, CD.
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Table 1-1

Abridged Specifications Summary

Characteristic

Specification or Descfiption

Memory Expansion

Interface

Timing
Delay
Modes of Operation

Available Pages

Page Length

Program Capacity

Page Fault Recovery

Physical Description

SAP Module M8107
SSR Module M8108 (-YA)

Power Requirements

DC Power (Max.)
AC Power (Max.)

AC Current

11/45, 50, 55 -CA
11/45, 50, 55 -CB

Environmental

Expands KB11-A, D CPU memory address capability up to 124K
words.

Address line outputs compatible with PDP-11 Unibus and KB11-A, D
Fastbus.

Timing derived from basic KB11-A, D processor TIG module.
Adds 90 ns to every memory reference when enabled.

Implements the KB11-A, D processor Kernel, Supervisor, and User
modes.

Provides sixteen 4K-word pages for each module. (Eight for I space
and eight for D space.)

A page can vary in length from one 32-word block up to 128
32-word blocks. Maximum page length is therefore 4096 words.

Eight 4096-word pages will accommodate 32K-word programs. Use
of I'and D space can provide 64K-word capacity (32K words of pro-
gram and 32K words of data).

Contains status registers that allow full recovery from page faults.

Option consists of two standard hex modules (15 X 8.5 in.) that
mount in KB11-A, D backplane assembly.

Located in slot 14. Replaces SIB Module M8116, when installed.

Located in slot 13. M8108 for the KT11-C. M8108-YA for the
KT11-CD.

40 watts (8 A @ 5 Vdc)
80 watts (273 Btu/hr)

Provided by CPU power system.

0.8 Arms AC@ 115 Vac
0.4 Arms AC @ 230 Vac

Refer to overall PDP-11/45, 50, and 55 specifications listed in
PDP-11/45, 11/50, and 11/55 System Maintenance Manual,
EK-11045-MM-007.







CHAPTER 2
OPERATION AND PROGRAMMING

This chapter describes the relocation, protection, and abort mechanisms of the KT11-C, CD, all registers available
to the programmer, and operating hints and procedures.

2.1 BASIC KT11-C, CD MECHANISMS
2.1.1 Address Relocation Mechanism

The current processor mode (Kernel, Supervisor, or User) bits (bits 14 and 15 in the processor status word) select
one of three sets of 16 registers to serve as the page base on the current access. The logic, in combination with

the processor address selects either the subset of eight instruction base registers or the subset of eight data base
registers within the set. All instructions, index words, absolute addresses, and immediate operands use the instruc-
tion base registers. All other references uses the data base registers. Bits 13, 14, and 15 of the processor address
are then employed as a 3-bit encoded index into the eight register subsets previously selected. This encoded index
selects a specific base (relocation) register, and thus for each memory reference, one of 48 base registers is
selected to perform the address relocation.

The content of the selected base register is an initial or base value in the physical address space. The base value
is always a multiple of 32 words; as a result, the lowest 6 bits of the base address (bit 0 specifies byte address on
the PDP-11) are always 0. In actuality, only the upper 12 bits of the base address are stored in the base registers
because the lower 6 bits are by implication 0.

To form the final physical address, a displacement from the base specified by the lowest 13 bits of the processor
address (the upper 3 bits have been stripped off as an index into the base registers) is added to the base value con-
tained in the base register. Note that this mapping technique allows pages of variable length (32 to 4096 words)
to be packed efficiently in physical memory. Also note that the use of pages with less than 4096 words will re-
sult in discontiguous virtual address spaces because in the virtual address space a page begins on a 4096-word
boundary.

As a specific example consider program A, starting address 0, is relocated by the constant 6400, which provides
an address of 6400 (Figure 2-1). If the next processor virtual address is 2, the relocation constant will then cause
physical address 64028 , which is the second item of program A to be accessed. When program B is running, the
relocation constant is changed to 1000;. Then program B virtual addresses starting at O are relocated to access
physical addresses starting at 1000008. Using the active page address registers to provide relocation eliminates
the need to “relink” a program each time it is loaded into a different physical memory location. To the proces-
sor, the program always appears to start at the same address. Note that the base address is stored in a Page Ad-
dress Register (PAR).
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Figure 2-1 Basic KT11-C, CD Relocation Mechanism

The relocation example shown in Figure 2-2 illustrates several points about memory relocation. These points are:

a.

Although the program appears to be in contiguous address space to the processor, the 32K-word vir-
tual address space is actually relocated to several separate areas of physical memory. As long as the
total available physical memory space is adequate, a program can be loaded. The physical memory
space need not be contiguous.

Pages may be relocated to higher or lower physical addresses, with respect to their virtual address
ranges. In Figure 2-2, page 1 is relocated to a higher range of physical addresses, page 4 is relocated to
a lower range, and page 3 is not relocated at all (even though its relocation constant is non-zero).

All of the pages in the example start on 32-word boundaries.

Each page is relocated independently. There is no reason two or more pages could not be relocated to
the same physical memory space. Using more than one page address register in the set to access the
same space is one way of providing different memory access rights to the same data, depending on
which part of a program was referencing that data. Further information on memory protection is pro-
vided in Paragraph 2.1.2. In Figure 2-2, note that the same relocation constant is assigned to Pages 4
and 6. As a result, virtual addresses within both address ranges access the same physical addresses in
memory, using separate page address registers.

When the KT11-C, CD Memory Management Unit option is added to the PDP-11/45, 11/50, or 1 1/55 system, the
16-bit KB11-A or KB11-D address output is no longer interpreted as the direct physical address of a device or a

memory location. Instead, it is considered a 16-bit virtual address that contains information to be used by the
KT11-C, CD to construct an 18-bit physical address. Figure 2-3 shows how the 18-bit physical address is con-
structed. Virtual address bits {15:13) are interpreted as an active page field to select one of eight page registers in
a set. Virtual address bits {12:06) provide the block number (0 to 177, ) within the page; VA (05:00) indicate the
displacement within each 32-word block. The Page Address Register (PAR) contains a Page Address Field (PAF)
that is written into the PAR under program control when the program page is defined. Consider the PAF as the
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base address of the page. The block number, VA (12:06), is added to the base address PAF (11:00) to provide the
12 most significant bits of the physical address. This address and virtual address bits VA (05:00) (unchanged by
relocation) form the 18-bit physical address.
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2.1.2 Memory Protection Mechanisms

Three address protection mechanisms in the KT11-C, CD provide non-resident and read-only protection, execute-
only protection, and internal protection for the three processor mode address spaces.

2.1.2.1 Non-Resident/Read-Only Protection — A Page Descriptor Register (PDR) is selected in the same manner
as a Page Address Register (PAR). After the selection occurs, three bits from the PDR are decoded as an access
key. If the access rights designated by the key are inconsistent with the current memory reference, the memory
reference is not completed and an abort to Kernel D space 250 occurs.

When the access key is set to 0, the page is defined as non-resident, and an immediate abort prevents any attempt
by a program to access a non-resident page. Using this feature to provide memory protection, only those pages
associated with the current program are set to legal access keys. The access control keys of all other program
pages are set to 0, which prevents illegal memory references.

The access control key for a page can be set to 2, allowing read (fetch) memory references to the page but imme-
diately aborting any attempt to write into the page. This read-only type of memory protection can be afforded
to pages that contain common data, subroutines, or shared algorithms. This type of memory protection makes
certain that access rights to a given information module are user-dependent, i.e., the access right to a given infor-
mation module may be varied for different users by altering the access control key.

A Page Address Register in each of the sets (Kernel, User, and Supervisor modes) may be set up to reference the
same physical page in memory and each may be keyed for different access rights. For example, the User access
control key might be 2 (read-only access), t}}e Supervisor access control key might be 0 (non-resident), and the
Kernel access control key might be 6 (allowing complete read/write access).

2.1.2.2 Execute-Only Protection — The execute-only type of memory protection is part of an overall ability to
use reentrant software, which prevents excessive use of memory space when a program is provided for several
users. Such programs can be written in two parts. One part contains pure code that is not modified during exe-
cution and can be used to simultaneously service any number of users. For example, the pure code portion of
FORTRAN can service multiple FORTRAN users. A separate second part of the program belongs strictly to
each user and consists of the code and data that is developed during the compiling process. This portion is
stored in a separate page of memory. Figure 2-4 shows a comparison of memory space for non-reentrant and