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CHAPTER 1
INTRODUCTION

1.1 SCOPE
This manual provides the user with the information necessary to install, operate and maintain the
DUPI11 Synchronous Line Interface. The manual is organized into five chapters and three appendices:

Chapter | - Introduction

Chapter 2 - Installation

Chapter 3 - Register Description

Chapter 4 - Theory of Operation

Chapter 5 - Maintenance

Appendix A - PDP-11 Memory Organization and Addressing Conventions
Appendix B - Logic Symbology

Appendix C - Integrated Circuit Descriptions

This chapter provides a general description of the DUP11 and a general discussion of the Synchronous
Data Link Control (SDLC) protocol and Digital Data Communications Message Protocol
(DDCMP). Some background material on Cyclic Redundancy Checking (CRC) methods is provided
also.

1.2 DUP11 GENERAL DESCRIPTION

The DUPI11 provides a data path between a synchronous modem and the Unibus. It operates under
the discipline of SDLC, ADCCP, DDCMP, and other similar protocols. Protocols of the BISYNC
family can be used with some loss of efficiency due to the additional software decisions required.

The DUPI1 provides parallel-to-serial conversion of data to be transmitted and serial-to-parallel con-
version of received data. Logic is provided to create a transparent data stream and to compute a CRC
check character during transmission. All information is handled in 8-bit bytes and VRC parity is not
provided. CRC error detection is provided during reception. Modem control and level conversion
logic is provided also.

Interrupt control logic is used to generate requests for the transfer of data between the DUP11 and the
PDP-11 system memory via the Unibus. No direct memory access (DMA) logic is contained in the
DUPI11.

The DUPI1 contains logic to perform the following functions:

1. Program control of secondary station address recognition. Primary station operation is used
as the default condition (SDLC protocol family only).

2. Programmable SYN character recognition (DDCMP and BISYNC protocol families).



3. CRC characters computation and error detection (SDLC and DDCMP protocol families).

4. Automatic transmission of flag characters initiated by the program (SDLC protocol family
only).

5. Program control of transmission of abort sequence and 16 zero sequence (SDLC protocol
family only).

6. Hardware detection of received flags and abort sequences (SDLC protocol family only).

The DUPI!1, including level conversion, is contained on a hex module. The DUP11 is connected to the
modem via a BCO5C cable and BCO2 cable that support RS232-C specifications only. Current mode
operation is not supported by the DUPI1 and it is not compatible with the DF11 series options.

The modem control logic is compatible with Bell 201, 208, and 209 series modems. There is no inter-
lock between the transfer of data and modem control. The program controls handshaking with the
modem, if it is required. Once the handshaking has been completed, the program can initiate the
transfer of data. The modem control logic includes secondary receive and transmit leads. These leads
can be redefined by the Field Service engineer at the user’s request.

1.3 SDLC AND DDCMP PROTOCOLS

1.3.1 Introduction

This discussion provides a general description of the SDLC and DDCMP protocols. It is the prerequi-
site to a thorough understanding of the operation of the DUP11. Details of the SDLC, DDCMP,
ADCCP and BISYNC protocols are found in the following documents:

Digital Data Communications Message Protocol (Digital Equipment 130-959-007-02)
IBM Binary Synchronous Communications General Information (GA27-3004-2)
ADCCP ANSI X3S34/475 DR7

ADCCP ANSI X3S34/584 DR1

1.3.2 General Information

Although the mentioned protocols are not identical, they are similar enough to operate with the
DUPI1. The program directly controls the DUP11 operation through the use of control and status
registers. The program must provide a continuous flow of data to be transmitted. No intra-message fiil
characters are allowed. The program must also service the receiver data buffer within the prescribed
time.

When transmitting in the SDLC or DDCMP family of protocols, the program must form the address
and command fields plus any other header information that is required. The program must maintain
the transmitter data buffer and set marker bits to delimit the transmitted message. When receiving in
the SDLC or DDCMP family of protocols, the program must interpret the header information, service
the receiver data buffer, and monitor the status bits associated with the received data.

Protocols such as BISYNC that achieve transparency by using special control characters are less
efficient than SDLC and DDCMP when used with the DUP11. This occurs because of the increased
program involvement required to maintain transparency and compute the CRC character. The CRC
control logic in the DUPI 1 is not suited to protocols in which special control characters appear within

the body of the message. For these protocols, the CRC logic should be disabled by setting the NO
CRC bit (PARCSR hit 9),



1.3.3 SDLC Protocol Description

1.3.3.1 Message Format - The SDLC message format is shown in Figure 1-1. This format is called a
frame and is the standard structure for all transmissions.

FLAG ADDRESS CONTROL INFORMATION FRAME CHECK SEQUENCE FLAG
01111110 8BITS 8 BITS VARIABLE LENGTH 16 BITS 01111110

11-3430

Figure 1-1 SDLC Message Format

The frame starts with the 8-bit Flag sequence, 01111110, followed in order by the Address sequence,
Control sequence, Information sequence (if present), Frame Check sequence, and ends with another
Flag sequence. In some applications, the Flag is preceded by a sequence of 16 zeros.

Each sequence in the frame is discussed below with emphasis on related operational features of the
DUPI I, if applicablie.

Flag Character

The flag character is a unique 8-bit character of the form 01111110. Flag characters are used to delimit
the message. They can be used to fill in between messages but cannot be used as fillers within messages.
When the transmitter initiates the start of a message by asserting the TSOM (transmitter start of
message) bit, the initial flag character is automatically transmitted. If the TSOM bit is still asserted at
the end of the first flag character, another flag character is transmitted. When the TXDONE (trans-
mitter done bit) is asserted by the DUP11 subsequent to the program’s asserting of the TSOM bit, the
program may respond by loading data into the TXDBUF (transmitter data buffer) low byte, or leave
the TSOM bit asserted and send another flag.

In some applications, the TSOM and TEOM bits are used to initiate a sequence of 16 zeros. This
sequence can be initiated only from the idle state. To transmit this sequence, SEND must be asserted
and TXACT must be cleared. With these requirements met, the program simultaneously sets TSOM
and TEOM and the 16 zeros are transmitted. When the first zero bit is presented to the serial output,
TXDONE is set. Now, the program should clear TEOM and on the next transition of TXDONE the
program should clear TSOM. The first data character can be loaded now. This point marks the start of
the initial flag character. the first data character is transmitted subsequent to the current flag character.

When the last character of a message has been loaded into the TXDBUF, that character is then
transmitted. Subsequent to loading the last character, the TXDONE bit is asserted again by the
DUP11. This marks the start of the transmission of the last character. At this time, the TEOM (trans-
mitter end of message) may be asserted in the upper byte of the TXDBUF. The character currently
being serialized (i.e., the last character of the message) is transmitted and followed by a CRC check
character and the terminating flag character. This concludes the message.

When the receiver logic is enabled by the software, it searches for flag characters. If the basic SDLC or
ADCCP message format is followed and the receiver is programmed to operate in the secondary mode,
the following actions occur.

The eight bits after the last received flag are compared to the secondary station address. If a match is
not found, the receiver continues to hunt for a flag. When the next flag character is located, this
comparison of addresses is reiterated.



If the character subsequent to the flag character matches the secondary station address, characters
received subsequent to the address character cause the RXDONE (receiver done) bit to be asserted.
The RSOM (receiver start of message) bit is presented to the program along with the first data
character.

When the secondary station receiver is actively transferring data, the following events occur when a
terminating flag character is detected. The receiver logic automatically resumes the address search as
cited earlier. Also, a status entry is made into the receiver data buffer, the REOM bit is asserted and
the CRC error bit is set if an error was detected. The lower byte of data in this entry is invalid.

When the receiver logic is programmed to operate as a primary station, all characters subsequent to
the last received flag character cause the RXDONE bit to be asserted. The first character of the frame
is accompanied by the RSOM bit.

When the terminating flag character of a message is received, primary station operation is the same as
cited above for secondary station operation. When the next data character is received, the receiver
logic again sets the RSOM and RXDONE bits. The last two bytes preceding the flag were the receiver
CRC bytes.

Address Character

The address character appears subsequent to the flag character and is eight bits long. This format
supports a maximum of 256 addresses. The protocol has provisions for the recursive expansion of the
number of addresses. This feature is not supported by the DUP11 hardware. It must be maintained by
the program. In the secondary station mode, the program must load the address of the receiving
station into the low byte of the PARCSR.

Control Field

The 8-bit control field follows the address character. This field is controlled by the program and is
encoded to indicate the commands and responses to control the data link. This field has three formats
as described below.

. Nonsequenced Format - used by the primary station primarily for data link management.
Such duties include activating and initializing secondary stations, controlling the response
mode of secondary stations, and reporting procedural errors.

2. Supervisory Format - does not contain an information field but it is an adjunct to ihe
information format. It is used by the primary station to poll the secondary stations. The
secondary stations use this format to provide acknowledgment to the primary station.

3. Information Format - used by primary and secondary stations for the transfer of informa-
tion fields.

Information Field

This field is used for the transmission of data or status information. This field contains an arbitrary
number of characters as specified by the documents covering the protocols. The DUP11 handles the
data in this field as eight bit characters.

When one character is transmitted from the transmitter shift register, another character is taken from
the data buffer. If the data buffer is empty, the transmitted data lead goes to a mark hold state. Also, a
status bit is asserted to indicate the data underrun condition in SDLC or ADCCP and an Abort
character is automatically transmitted.

There are no restrictions on bit patterns that appear between flags in an SDLC frame. Therefore, the
transmitted data may contain six or more contiguous 1s and this pattern could be interpreted as a flag
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transparency, the DUP11 contains O insertion and 0 removal logic that is active on all characters
between the flags. During transmission, when five contiguous 1s occur, the transmitter automatically
inserts a O after the fifth 1. During reception, the 0 after five contiguous 1s is automatically removed.
This applies to all fields except the Flag.

Frame Check Sequence (FCS) Field
This 16-bit field follows the information field and is also referred to as the Block Check Character
(BCC) or CRC check character. It is used in all SDLC frames to detect errors.

Logic to compute CRC check characters is included in the transmitter logic. Similarly, logic is included
in the receiver logic to check the resuits when the check character is received. This operation of com-
puting and verifying the CRC check is transparent to the program. Any error in the computation of
the received check character in SDLC type protocol operation is indicated by a status bit in the
receiver data buffer. If DDCMP operation is selected, the program must monitor a status bit to detect

the desired accumulated results.

Two CRC polynomials are supported by the DUP11: CRC 16 and CCITT. When the SDLC or
ADCCP mode of operation is selected, the CCITT polynomial is used and the internal CRC registers
are effectively initialized to all 1s. During transmission, the complement of the accumulated CRC
character is sent. If the SDLC or ADCCP mode is not selected, the CRC 16 polynomial is used
providing CRC checking is not inhibited.

1.3.3.2 Abort Sequence — An abort is the premature termination of a data line by the transmitting
station. An abort is detected by the reception of more than seven contiguous 1s. When the abort
sequence is received, the message in progress is terminated. A flag (RXERROR) is set and RXDONE
is set also. If the program has set RXITEN, an a interrupt request is generated when RXDONE is set.
A transmitting station can send abort sequences under program control by setting the TXABORT bit.
If the program response time to the TXDONE bit is excessive, the TXDATLAT bit is set and the
transmitter idles abort characters.

1.3.4 DDCMP Protocol
DDCMP (Digital Data Communications Message Protocol) was developed to provide full-duplex
message transfer over standard existing hardware.

1.3.4.1 Controlling Data Transfers - The DDCMP message format is shown in Figure 1-2. A single
control character is used in a DDCMP message, and is the first character in the message. Three control
characters are provided in DDCMP to differentiate between the three possible types of messages:

SOH - data message follows
ENQ - control message follows
DLE - bootstrap message follows.

Note that the use of a fixed-length header and message-size declaration obviates the BSC requirement
for extensive message and header delimiter codes.

Figure 1-3 shows a simple example of data exchange between the DUP11/PDP-11 and a data terminal.
More efficient procedures can be derived after a study of DDCMP.

COUNT | FLAG |RESPONSE |SEQUENCE | ADDRESS | CRC-1 DATA CRC-2

14 BITS | 28ITS | 88BITS | 8 BITS 8BITS | 18 BITS (ANY NUMBER OF B-BIT 16 BITS
CHARACTERS UP TO 214)

SYN SYN SOH

11-2897

Figure 1-2 DDCMP Data Message Format
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TERMINAL

Sends 2 STRT (START) message which
means: *l want to begin sending data
to you and the sequence number of my

first message will be 1 \

Receives STACK.

Sends Data Messages with a response field
set to 4 and the sequence field set to 1,
which means: *“l am looking for your
message 1. Other messages may be sent
at this time (i.e., messages 2, 3, etc.)

without waiting for a response. \

@

Computer A receives NAK, retransmits
Message 1 and any other messages sent
since (i.e., 2, 3, etc.) if already sent.

©,

Continues sending messages.

0

Times out because of lack of response /

for Message 2. Sends a reply for
Message 2. \

Retransmits Message 2 and
following messages.

DUP11/PDP-11

Receives STRT message.

Sends a STACK (Start Acknowledge)
message which means: “OK with me;
here is the first sequence number (5) I
will use in sending data messages to you.”

Receives Data Message 1 and checks it for
sequence and CRC errors. If there is a
sequence error, go to 12. If there is no
error,go to 9.

A CRC error was detected. Computer B
sends a NAK message with the response
field set to 0, which means: *‘All messages
up to 0 (Modulo 256) have been accepted
and message 1 is in error.”

Sends ACK response of 1 either in a separate
ACK message or in the response field of a
data message.

Discard message and wait for proper
Message 2.

Send NACK response of 1 in the
response field.



1.3.4.2  Error Checking and Recovery - DDCMP uses CRC-16 for detecting transmission errors.
When an error occurs, DDCMP sends a separate NAK message. DDCMP does not require an
acknowledgment message for all data messages. The number in the response field of a normal header,
or in either the special NAK or ACK message, specifies the sequence number of the last good message
received. For example, if messages 4, 5, and 6 have been received since the last time an acknowledg-
ment was sent and message 6 is bad, the NAK message specifies number 5 which says “messages 4 and
5 are good and 6 is bad.” When DDCMP operates in full-duplex mode, the line does not have to be
turned around - the NAK is simply added to the sequence of messages for the transmitter.

When a sequence error occurs in DDCMP, the receiving station does not respond to the message. The
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receiving station is still looking for a certain message and sends it again. For example, if the next
message the receiver expects to receive is 5, but 6 is received, the receiver will not change the response
field of its data messages, which contains 4. This says: “I accept all messages up through message 4 and
I’'m still looking for message 5.”

1.3.4.3 Character Coding - DDCMP uses ASCII control characters for SYN, SOH, ENQ and DLE.
The remainder of the message, including the header, is transparent.

1.3.4.4 Data Transparency -~ DDCMP defines transparency by use of a count field in the header. The
header is of fixed length. The count in the header determines the length of the transparent information
field, which can be 0 to 16,383 bytes long. To validate the header and count field, it is followed by a 16-
bit CRC-16 field; all header characters are included in the CRC calculation. Once validated, the count
is used to receive the data and to locate the second CRC-16 which is calculated on the datafield. Thus,
character stuffing is avoided.

1.3.4.5 Data Channel Utilization - DDCMP uses either full- or half-duplex circuits at optimum effi-
ciency. In the full-duplex mode, DDCMP operates as two dependent one-way channels, each contain-
ing its own data stream. The acknowledgments are the only dependency which must be sent in the data
stream in the opposite direction.
Separate ACK messages are unnecessary and reduce control overhead. Acknowledgments are simply
placed in the response field of the next message for the opposite direction. If several messages are
received correctly before the terminal is able to send a message, all of them can be acknowledged by
one response. Only when a transmission error occurs, or when traffic in the opposite direction is light
(no data message to send) is it necessary to send a special NAK or ACK message, respectively.
In summary, DDCMP data channel utilization features include;

1. Low control character overhead

2. No “character stuffing”

3. No separate ACKs when traffic is heavy - saving on extra SYN characters and inter-mes-
sage gaps

4. Multiple acknowledgments (up to 255) with one ACK

5. The ability to support point-to-point and multipoint lines.
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1.3.4.6 Synchronization - DDCMP achieves synchronization through the use of two ASCII SYN
characters preceding the SOH, ENQ, or DLE. It is not necessary to synchronize between messages as
long as no gap exists. Gaps are filled with SYN characters. Two sync characters are required but more
are usually transmitted. If synchronization between messages is deliberately lost by sending PAD (all
Is) characters, the inter-message interval must be at least 14 character times in length.

1.3.4.7 Bootstrapping - DDCMP has a bootstrap message as part of the protocol. It begins with the
ASCII control character DLE. The information field contains the system reload programs and is
totally transparent.

1.4 BASICS OF CYCLIC REDUNDANCY CHECKING

1.4.1 Mathematical Background

A cyclic code message consists of a specific number of data bits and a Block Check Character (BCC)
that is computed by the CRC logic. Let n equal the total number of bits in the message and k equal the
number of data bits; then n-k equals the number of bits in the BCC.

The code message is derived from two polynomials which are algebraic representations of two binary
words: the generator polynomial P(X) and the message polynomial G(X). The generator polynomial is
the type of code used (CRC-12, CRC-16, CRC-CCITT etc.); the message polynomial is the string of
serial data bits. The polynomials are usually represented algebraically by a string of terms in powers of
X, such as X% ... + X3 + X2 + X + X° (or 1). In binary form, a 1 is placed in each position that
contains a term; absence of a term is indicated by a 0. The convention followed in this manual is to
place the least significant bit (X?) at the right. For example, if a polynomial is given as X* + X + 1, its
binary representation is 10011 (third and second degree terms are not present).

Given a message polynomial G(X) and a generator polynomial P(X), the objective is to construct a
code message polynomial F(X) that is evenly divisible by P(X). It is accomplished as follows:

1. Multiply the message G(X) by X"k where n-k is the number of bits in the BCC.
2. The resulting product X"k [G(X)] is divided by the generator polynomial P(X).

3. The quotient is disregarded and the remainder C(X) is added to the product to yield the code
message polynomial F(X), which is represented as X1k [G(X)] + C(X).

The division is performed in binary without carries or borrows. In this case, the remainder is always
one bit less than the divisor. The remainder is the BCC and the divisor is the generator polynomial;
therefore, the bit length of the BCC is always one less than the number of bits in the generator
polynomial.
A simple example is explained below.
1.  Given:
Message polynomial G(X) = 110011 (X3 + X4 + X + X9)
Generator polynomial P(X) = 11001 (X* + X3 + 1)
G(X) contains 6 data bits
P(X) contains 5 bits and will yield a BCC with 4 bits; therefore, n-k = 4.
2. Multiplying the message G(X) by Xn-k gives:
Xk [GX)] = X4 (XS + X4+ X + X0 =X+ X2+ X5+ X4
The binary equivalent of this product contains 10 bits and is 1100110000.
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3. This product is divided by P(X)
100001 «— quotient

P(X) — 11001 |1100110000 «— X"k [G(X)]

1001 «— remainder = C(X) = BCC
4.  The remainder C(X) is added to X"k [G(X)] to give F(X) = 1100111001,

The code message polynomial is transmitted. The receiving station divides it by the same generator
polynomial. If there is no error, the division will produce no remainder and it is assumed that the
message is correct. A remainder indicates an error. The division is shown below.

100001
P(X) —» 11001 1100111001 €— F(X)
11001

11001
11001

00000 ¢— no remainder

1.4.2 Hardware Implementation of CRC

The BCC is computed and accumulated in a shift register during transmission. Another shift register is
used during reception to examine the received data and BCC. In each register, the number of stages is
equal to the degree of the generating polynomial. In the DUP11, the registers have 16 stages because
16-degree generating polynomials are used. SDLC uses code CRC-CCITT whose generator poly-
nomial is X'¢ + X2 +X5 + 1. DDCMP uses code CRC-16 whose generator polynomial is X6 + X!5 +
X2 + 1. Both the transmitter and receiver CRC registers have control logic that allows the registers to
be configured for the selected CRC code.

When a message and accompanying BCC character have been received, the CRC logic only indicates
whether the message is in er